GSM Passive Interception

Bands:

Frequency bands usually found in the 900 MHz or 1800 MHz bands (some countries use 850 MHz and
1900 MHz or very rarely 400 MHz and 450 MHz if these frequencies were already allotted).

Recognition:

Multiple distinct lines across waterfall at regular intervals (approximately 200Khz wide).
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Technical breakdown:

Each signal is divided into time-slots for each phone. This allows for eight full-rate or sixteen half rate speech
channels per radio frequency. These burst periods (timeslots) are grouped into a TDMA frame while half-rate
channels use alternate frames in the same timeslot. Channel data rate for all 8 channels is 270.833 kbit/s and
the frame duration is 4.615 ms.

Reception and decryption:

The gr-gsm package provides utilities. Needed to retrieve signal.

Scanning mode: grgsm_scanner

Use the -h flag for help. This includes available frequency bands.

> grgsm_scanner -b GSM900 -g 49

Try scan CCCH on 975-1023 arfcn’s: Scanning: 0.00% done..

Found CCCH arfcn: 977

ARFCN: 977, Freq: 925.6M, CID: 34694, LAC: 1303, MCC: 206, MNC: 20, Pwr: -43



|---- Configuration: 1 CCCH, not combined
|---- Cell ARFCNs: 978, 979, 980, 1018, 1019, 1020
|---- DCCHs:

|-------- #1 SDCCH/8, Timeslot: 2, Training Sequence: 2, MAIO: 0, HSN: 0, A5/1 Version: ?, this CCCH is
not present in hopping list | possible signal imposition

|---- Neighbour Cells: 787, 788, 789, 883, 884, 885, 975, 976, 977, 1021, 1022, 1023

Live reception mode: grgsm_livemon

Live decoding of a GSM signal. Help available via -h flag. Graphical mode pictured below:
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>grgsm_livemon -f 934400000 -g 49
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This can then be decoded by Wireshark:

>sudo wireshark -k -Y 'gsmtap' -i lo

Capturing from Loopback: lo
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Destination Protocol _Length Info

GSMTAP 81 (CCCH) (RR) Paging Request Type 1
£ o s i o e
GSMTAP 81 (CCCH) (RR) Paging Reguest Type 1
GIMIAP &1 (CCCH) (RR) System Information Type 3
GSMTAP 81 (CCCH) (RR) Paging Request Type 1
SH
81 (CCCH)
51646 1210.5327447... 127. GSMTAP 81 (CCCH) (RR) Paging Request Type
51647 1210.5897779.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51648 1210.5927821.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Ty
1649 1210.6515935.. 127 SHTA 1 (CCCH) (RR) System Information Type 4
51650 1210.6584564.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Typ:
1651 1210.6634106.. 127 GSMTAT 81 (CCCH) (RR) Paging Request Type
51652 1210.7157435.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51653 1210.7231259.. 127 GSMTAP (CoCH) (RR) Paging Request Type 1
51654 1210.7272776.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51655 1210.7844230_ 127 GSHTAP (CCCH) (RR) Paging Request Type 1
51656 1210,7887663.. 127, GSHTAP (CoCH) (RR) Paging Request Type 1
1657 1210.7933174.. 127 GSHTAT 1 (CCCH) (RR) Paging Request Type 1
51658 1210.8472594. 127 GSMTAP 81 (CCCH) (RR) Pagjng Request Type 1
1659 1216.8532162.. 127 GSMTAP 81 (CCCH) (RR i e e
51660 1210.8550896.. 127 GSMTAP 81 (CCCH) (RR) Fzg)ng Request Type
51661 1210.9191673 127 GSMTAP 81 (CCCH) (RR) Paging Request Type H
51662 1210.9222541_ 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51663 1210.9746894.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51664 1210.9777448.. 127 GSMTAP 81 (CCCH) (RR) Paging Request Type 1
51665 1210.9824347... 127.. GSMTAP 81 (CCCH) (RR) Paging Request Type 1
¥ Erae SI6447 61 DyEes on wire (648 ms), €1 bytes captured (648 bLts) on interface o, 10 0 09 00 00 00 00 00 00 00 00 00 00 00
~ Ethernet II, Src 0:060_00: 0 60), Dst: 00:00:00_00:00:60 (00:00:60:00:00:00) 0916 00 43 36 e3 40 60 [§ 11 65 c5 7T 08
 Bettination: 00:00-06.00 %5606:00:60-06 00 61 92 4a 12 79 00 2f fe 42 02 04
Address: 00:00 o' (99:60:60:60:00:66) @1 60 00 6c ec 54 62 be 04 bb 15 06
i LG bit: Globally unique address (factory default) 2b 30 2 20 20 20 2b 2 20 2b 20 2

. .... =16 bit: Individual address (unicast)
~ Source: 00:0 0:00' (00:00:00:00:60:00)
Address: 60:00:00_00:00:00 (00:00:60:00:00:60)
L6 bit: Globally unique address (factory default)
bit: Individual address (unicast)

Type: IPvA (0x0800)
» Internet Protocol Version 4, Src: 127.6..1, Dst: 127.0.0.1

» User Datagram Protocol, Src Port: 37450, Dst Port: 4729

» GSH TAP Header, ARECN: 1021 (Downlink), TS: O, Channel: CCCH {(4)
» GSM CCCH - Paging Request Type 1

7 Readyto load or capture

Values can be read from within wireshark itself.
Saving to file: grgsm_capture

Example: grgsm_capture -f 935.2M -o capture.cfile
Use -h flag for options.

Decoding from file: grgsm_decode

grgsm_decode -c capture.cfile -f 935.2M -s 2e6 —cch
Wireshark can then be used for analysis.
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--cch
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Traffic Channel Full-rate
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Packet Data Traffic Channel
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Packets: 55102 - Displayed: 51296 (93.1%) Profile: Default

Decodes

BCCH, CCCH, SCH, FCCH
(broadcasting and paging)
Per-device signalling, SMS, call
setup, authentication

Full-rate voice (13kbps codec)
Half-rate voice (6.5kbps codec)
GPRS control

GPRS data bursts



Resources:

Wikipedia: GSM

Wikipedia: TDMA

Wikipedia: GSM frequency bands

Github: gr-gsm



https://en.wikipedia.org/wiki/GSM
https://github.com/ptrkrysik/gr-gsm/wiki/Usage
https://en.wikipedia.org/wiki/GSM_frequency_bands
https://en.wikipedia.org/wiki/Time-division_multiple_access

